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KpaTtkuit 0630p

3TOT oT4YeT NpeacTaBaneT KpaTknin 063op NIST CneumnansbHon nybankauum (SP) 800-53, MNepecmoTp 4,
Mepebi obecnieueHus 6e30nacHocmu U npusamHocmu 014 ¢hedepasibHbIX UHGHOPMAYUOHHbIX CUCMEM
U opeaHu3ayuli, KoTopbli 6bin onybankosaH 30 anpens 2013.

Knouesble cnoBa

AoBepue; KomnbloTepHaa 6esonacHocTb; FIPS Mybankauma 199; FIPS Mybamkauma 200, FISMA; 3akoH
O HEMPWUKOCHOBEHHOCTU YacTHOM XK3HW; OCHOBa ynpaBaeHUA pUckamm; mepbl 6e3onacHocTy;
TpeboBaHMA 6e3onacHOCTH

MpaBoBasA oroBopka

toboe ynommHaHMEe 0O KOMMEPYECKMX NPOAYKTaX UM CCbIIKAaX Ha KOMMEpPYEeCKMe opraH1saumnm
npeaHa3sHa4YeHo TONbKO ANA MHPOPMaLMK; 3TO He NoApPa3yMeBaeT peKoMeHAaumo uam ogobpeHune
NIST, u npy 3TOM 3TO He NogpPa3yMeBaET, YTO YNOMSHYTbIe NPOAYKTbI ABNAIOTCA 06A3aTeNbHO
HaUNYYLIMMM U3 UMEIOLLMXCA MO NpeaHa3HaYeHuto.

DononHutenbHaa nHpopmauma

[na pononHuTeNbHOM MHPOPMaLMKM o nporpammax OTaena KomnbtotepHol 6e3onacHoctm NIST,
npoekTax n nybamMKaumax, nocetute PecypcHbI LeHTP KOMMNbIOTEPHOW 6€30NacHOCTH, Csre.nist.gov.
NHbopmaLma oTHocuTenbHo apyrux yeunuia NIST n JlabopaTtopmm MHGOPMALMOHHbIX TEXHONOTUI
(ITL) gocTynHa B Www.nist.gov u www.nist.gov/itl.
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B anpene 2013, NIST onybnnkosan obHoBneHWe, NepecmoTp 4, CneumanbHoi nybankaumm NIST 800-53,
Mepbl obecneyeHma 6€30MacHOCTU M NPMBATHOCTU ANa peaepanbHbIX MHGOPMALIMOHHbIX CUCTEM U
opraHusauumn. PykoBoactso 6bino pa3paboTaHo 1 conpoBoxaeHo O6beagMHEHHOMN 3KCNEePTHOM rpynno no
WMHMLUMATUBE NpeobpasoBaHua MexXBeaoMCTBEHHOM paboyeit rpynnbl, 4acTbio NPOAO/IKaoLWErocs
napTHepcTBa No MHbopmMaLMOoHHOM 6esonacHocTn mexay MuHucrepctea 06opoHbl CLUA,
PasseabliBaTeNbHOro Begomctea, Komutera no cuctemam HaumoHanbHoOW 6e3onacHocTH, JenaptameHTa
6e3onacHOCTU oTeyecTBa, U deaepasnbHbIX rpaxkaaHckux areHTcTs CLLUA.

SP 800-53, MepecmoTp 4, http://dx.doi.org/10.6028/NIST.SP.800-53r4, 6b11a 06HOBAEHA, YTOBbI OTPA3UTb
pa3BMBatloLLMECA TEXHOIOMMKU U MPOCTPAHCTBO Yrpo3bl. Mprumepbl cneumnduyecknx npobaemHbix obnacremn
BK/IIOYAIOT 06/1a4HbIe 1 MOBU/IbHBIE BbIMMCIEHMA; YIPO3bl MOCBALLEHHOIO AMLUA; 6€30NacHOCTb MPUIONKEHN;
PUCKM CUCTEMbI NOCTABOK; MOCTOAHHbIE Pa3BMBAIOLLMECA YIPO3bl; N AOBEPEHHOCTb, OBEPUE, N YCTOMUMBOCTD
MHPOPMALMOHHbBIX CUCTEM. Bepcus TaKKe CoAepKUT HOBOE NPUNOKEHNE Mep 6Ee30MacHOCTU NPUBATHOCTU U
CBA3aHHOE PYKOBOACTBO Mo peanunsaumm (MpunoxeHue J), 6asunpytoweecs Ha MNpuHLMNAX YecTHOM
nHdopmaLMoHHOM npakTukK (FIPPs), http://www.nist.gov/nstic/NSTIC-FIPPs.pdf, wumpoko pacnpoctpaHéHHOM
OCHOBe onpeaeneHHbIX MPUHUMNOB, NPeAHa3HaYeHHbIX A41A UCMONb30BaHUA NPU OLEHKE U PacCMOTPEHMMU
CcUCTEeM, NPOLLECCOB MW NPOrPaMmM, KOTOPbIE BIMAIOT Ha MPUBATHOCTb IMYHOCTEMN.

SP 800-53, MepecmoTp 4, sBaatoTca YacTbto CneumnanbHbix ny6ankaumn NIST 800-1 cepum
http://csrc.nist.gov/publications/PubsSPs.html, KoTopble HPOPMUPYIOT OTHOCUTENBHO UCCNeA0BaHUM,
PYKOBOACTB U Apyrux paboT JTabopaTopmm MHGOpMaLMOoHHbIX TexHonormi NIST (ITL), cBA3aHHbIX C
KOMNblOTepHOM 6e3onacHoCTbo. MybanKauma npeaocTaBAsEeT UcHepnbiBatoLWMi Habop mep 6e3onacHoCTH,
Tpw 6a308Bbix Habopa mep 6e30NacHOCTU (HU3KOFrO, YMEPEHHOTO U BbICOKOTO BO34,ENCTBUSA), U PYKOBOACTBO MO
afanTaumMm COOTBETCTBYHOLLMX 6a30BbIX HABOPOB K KOHKPETHBIM NOTPEBHOCTAM COrIaCHO NpPeAHA3HAYEHMIO
opraHusaumm, cpegam AeATeNbHOCTU U UCNOJIb3yeMblM TEXHONOMUAM.

B cooTBETCTBUM C yBENNYEHMEM PUCKA B OTHOLLEHUW K KOHPUAEHUMANBHOCTH, LLeIOCTHOCTU M/nUnn
AOCTYMHOCTU MHPOPMALIMOHHbIX CUCTEM, MOMKET TAK¥KEe COOTBETCTBEHHO YBENMYMBATLCA NOTPEOHOCTL B
O0NONHUTENbHBIX Mepax obecnedyeHuna 6ezonacHOCTH, YTOObI 3aWNTUTL cncTemy. SP 800-53, MepecmoTp 4,
onpegenaeT 6azosble Habopbl Mep 6€30NacHOCTM Kak HaYaNbHYH TOUKY A4 npouecca Bbibopa mep
6e3onacHocTn. basosblie Habopbl BbIGMpPaOTCA, OCHOBbLIBAACH HA KaTeropun 6€30MacHOCTM 1 CBA3AHHOM
YPOBHe BO34eNCTBUA MHOOPMALMOHHbIX CUCTEM, KaK onucaHo B Nyb6ankaumm 199 CraHaapTos 06paboTkm
denepanbHot nHpopmaumu (FIPS) http://csrc.nist.gov/publications/PubsFIPS.htmI#199, Cma+Hdapmel dna
KamezaopuposaHus bezonacHocmu ¢gpedepanbHol UHopmMayuu U UHGOPMAUUOHHbLIX CUCMEM, U_
My6aumkaumm 200 FIPS, http://csrc.nist.gov/publications/PubsFIPS.htmI#200, MuHumanbHble TpeboBaHUsA
6e3onacHocTn gnsa deaepanbHOM MHOPMALUM U MHGOPMALMOHHBIX CUCTEM.

OTaenbHoe pykoBoacTeo, 800-53A SP, http://csrc.nist.gov/publications/PubsSPs.html#SP-800-53-A%20-
Rev.%201, Pykosodcmeo no oyeHke mep beszonacHocmu 8 ghedepasibHbiX UHGHOPMAYUOHHbLIX cCUCmeMax u
opaaHu3ayuax, obecneymBaeT KOHKPETHbIE PYKOBOACTBA, KOTOPbIE 061ErYaloT NepuoanNYecKyto oLEHKY Mep
6e3onacHOCTU, YTOObI rapaHTUPOBaTb, YTO Mepbl be3onacHoOCTM BbiIN peann3oBaHbl NPaBUAbHO, paboTatoT
KaK npegHa3Ha4YeHo 1 BbINOHAKT TpeboBaHMA 6€30NacHOCTU OpraHM3aLmu.
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2 NIST SP 800-53, NMepecmoTp 4, 1 OcHOBbLI ynpaBneHusa puckamu (RMF)

NIST SP 800-39, YnpasneHue puckamm nHGopMaLMOHHOM 6e30nNacHOCTHM, onpeaenaeT ynpaBaeHe puckamm
KaK "'nporpammy u noAnep:KmBatoLLMe NpoLecchl, 4Tobbl ynpaBaaTb PUCKOM MHPOPMALMOHHOM Be3onac-
HOCTW ANA AEATENbHOCTM OPraHn3aunm (BKAOYAA NpeaHasHaveHne, GYHKLUM U penyTaLmio), akTMBOB
opraHu3aumu, NI4eN, Apyrux opraHnsaumin u Hauumn". Ytobbl MHTErpMpoBaTb NPOLECC YNPaBAEHUA PUCKAMU
BO BCEW OPraHM3aunn 1 y4ecTb ee npegHa3HavYeHne 1 KOMMepYeckne MHTepechl, NCNO/b30BaH
TPEexypoBHeBbIN Noaxoa,. [Mpouecc BbINONHAKOTCA Ha TPEX YPOBHAX C L,e/Ibio HEMPEepbIBHOrO
COBEPLUEHCTBOBAHMA B CBA3AHHbIX C PUCKOM paboTax opraHM3aumm, ¢ 3GEKTUBHBIM B3aUMOLENCTBUEM
MeKay YPOBHAMMW U 3aMHTEPECOBAHHbIMM CTOPOHAMU. PUCYHOK 1 MANOCTpUPYET TPEXYPOBHEBbLIM NOAXOA K
YyNpaBAEHUIO PUCKaMU.

YPOBEHb 1
OPrAHM3ALA

YPOBEHb 2

NPOLIECCHI
NPEAHA3HAYEHUA/AEATENBHOCTH

YPOBEHb 3
VHOOPMALIMOHHBIE CUCTEMDbI

PUCYHOK 1: 3-YPOBHEBbIX NOAXOA K YNPAB/IEHUIO PUCKAMU

OcHoBbl ynpasneHua puckamu (RMF) NIST, onucaHHble B NIST CneumanbHan Myb6amkauma 800-37, NepecmoTp
1, http://csrc.nist.gov/publications/PubsSPs.htmI#SP-800-37-Rev.%201, Pykogodcmeo no npumeHeHuUs
0CHO8 ynpasJsieHuUs puckamu K goedepasnbHuiM UHGOPMAYUOHHbIM cucmemam: [100x00 #u3HeHHo20
Yukna beszonacHocmu, ABNAOTCA METOA0N0TMEN ANA peannsaumm ynpaBaeHmMa puckaMmn Ha YpoBHe
MHbOPMaLMOHHBIX cuctem. RMF (M306paykeHHble Ha PUCYHKE 2) NAeHTUOULMPYIOT LWECTb Pa3INYHbIX LWAros,
KOTopble 06ecneymBatoT yrnopaaoueHHbI U CTPYKTYPUPOBAHHbIM NPOLECC N0 MHTerpauumn pabot ynpasneHua
pUcKaMmun MHGOPMaLMOHHOM 6€30MNaCHOCTU B X KU3HEHHbIM UMK pa3paboTkn cuctem. RMF yuntbiBaet
npob6aembl 6€30MacCHOCTN OpraHn3aLMii, OTHOCALLMECA K MPOEKTUPOBaHMUIO, pa3paboTKe, peanmsaumm,
NPUMEHEHUIO U IMKBMAALMM MHOOPMALMOHHbIX CUCTEM U Cpes, B KOTOPbIX paboTatoT 3TU CUCTEMDI.

Mepbl 6e3onacHocTu B SP 800-53, NepecmoTp 4, noaaep>kusatot LLar 1a ns RMF, n noapo6bHbiii Katanor
aTnx mep 6esonacHocT npmeegeH B Mpunoxxennn F. [1na npocToTbl MICNONb30BaHMA Npu Bbibope mep
6e30nacHOCTM 1 B Npouecce cneundurKaumm, mepbl 6€30MacHOCTU OpraHNM30BaHbl B BOCEMHAALATb CEMENCTB,
Ka*K40e U3 KOTOPbIX COAEPKUT Mepbl 6€30MacHOCTH, CBA3aHHble ¢ 06Ler Temoi 6e30nacHOCTM cemencTsa.
Mepbl 6€30MacHOCTN BKAOYAIOT acneKTbl NOJIUTUKM, HaA30pa, KOHTPOA, PYYHbIX MPOLLECCOB, OTAENbHbIX
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http://csrc.nist.gov/publications/PubsSPs.html#SP-800-37-Rev.%201

AEeNCTBUIA UM aBTOMATU3NPOBAHHbIX MEXaHM3MOB, PeasIn30BaHHbIX MHPOPMALMOHHBIMM cucTeEMamm/
ycTpovictBamu. CTpyKTypa mepbl 6€30MacHOCTM COAEPKMUT CneaytolimMe KOMMOHEHTbI: (i) pasgen mepbl
6e3onacHocTy; (ii) pasgen foNoHMTENbHOTO PYKOBOACTBA; (iii) pasgen ynydweHuii mepbl 6e3onacHocTy; (iv)
pa3gen CCbiNoK; U (V) pasgen npuopuTeTa M NPUHAANEKHOCTU K 6a3oBOMY Habopy mep 6e3onacHoOCTU.

McxoaHble nonoxeHws ans opraHusauum
OnucaHve apXuTeKTypbli HavanbHas
Toyka * 3aKOHbI, AMPEKTUBbI, NONUTHUKA, NOCTAHOBIEHNUSA
* [pouecchbl NnpeaHa3HauveHUs/peaTenLHOCTH « CTpaTervyeckue 3aaa4n 1 uenm
* 3TanoHHele mopenn FEA * TpeboBaHMs NHhOPMaLMOHHOI Ge3onacHoCTH
* CerMeHTbI 1 APXUTEKTYPHbIe pelueHusa . anIOpVITeTbI M JOCTYNHOCTb PECYypCcoOB
* ['paHnLbl MHOPMALIMOHHOI CUCTEMBI War 1
» KATETOPUPOBAHME »
MHPOopMaLMOHHbIX
War 5 cuctem War 2
MOHUWUTOPUHT FIPS 199 / SP 800-60 BblBOP
Mep 6e3onacHocTn Mep 6e3onacHocTn
SP 800-137 FIPS 200 / SP 800-53
OCHOBbI
YNPABJIEHUA
PUCKOM
War 5 HKU3HEHHBII LKA War 3
CAHKLIMOHUPOBAHMUE 6esonacHocTu PEA/IM3ALINSA
NHpopmaLMOHHbIX Mep 6e3onacHocTH
cuctem LWar 4
SP 800-160
SP 800-37
OLIEHKA
« Mep 6e3onacHocTH «
SP 800-53A
lpumeyaHue: NHcmpykyusi 1253 CNSS daem npedcmasneHue 0ns Lllazoe 1 u 2 RMF dns Cucmem HayuoHaneHou 6e3onacHocmu (NSS).

PUCYHOK 2: OCHOBbI YMPABJIEHUA PUCKOM



3 BasoBble Habopbl Mep 6e3onacHOCTM M aganTauus

Y106bI NOMOYb OpPraHU3aLMAM B COOTBETCTBYHOLWEM Bblbope mep 6e30nacHOCTU AN MHPOPMALMOHHBIX
cucTem, NpeacTaBsieHa KoHuenuma 6a3oBbix HAbopoB mep 6esonacHocTU. ba3oBble Habopbl mep
6e30nacHOCTU - Ha4ya/IbHaA TOYKa A4/1A Npouecca Bbibopa mep 6e30MacHOCTU 1 UX BbIOOP OCHOBAH Ha
KaTeropmm 6e30nacHOCTU 1 CBA3aHHOM YPOBHE BO34,eUCTBUSA MHPOPMALMOHHbIX CUCTEM, ONPese/ieHHbIX B
cootseTcTBMM C Mybnnkaumert 199 FIPS u Nybaunkaumen 200FIPS, cootseTcTBeHHO (LLar OamH n3 RMF). SP
800-53, NepecmoTp 4, onpeaenseT, 4to "Mepbl 6€30MacHOCTM U yaydLleHna mep 6e30nacHoCTH,
nepeuncsieHHble B HavyasibHbix 6a30BbiXx Habopax mep 6e30nacHOCTU, ABNAOTCA HE MMHUMYMOM, a CKopee
npeaNoXKeHHON Ha4yalbHOM TOYKOM OT KOTOPOM Mepbl 6€30MaCHOCTU 1 yayyLleHMA mep 6e30nacHOCTU MoryT
6bITb yAaneHHbIMU nam gobasneHHbIMW." MpunoxeHne D cogepKUT nepeuncneHne mep 6es3onacHocTn
6a30Bbix HabopoB Mmep 6€30NacHOCTU, COOTBETCTBYHOLLMX MHPOPMALIMOHHBIM CUCTEMAM HU3KOIO
BO3AENCTBUA, YMEPEHHOIO BO3AENCTBMA U BbICOKOTO BO3AENCTBUA, UCNO/b3Ys HauBbICLLEE 3HAYEHUE,
onpeaeneHHoe B MNybankauum 200 FIPS.

BasoBble Habopbl mep 6e30MacHOCTUN YYMTLIBAKOT NOTPEOHOCTU 6€30MacHOCTM LUMPOKOIo M Pa3HOObPa3HOro
Kpyra notpebutenem, n nx pazpabotka 0CHOBaHA Ha MHOTMUX OBLLMX NPeanoNoKeHUAX, BKAtOYan obuwme
9KO/I0rMYECKME, SKCMNYaTaLUMOHHbIE U PYHKUMOHANbHbIE paccMOTpeHUsA. basosblie Habopbl mep
6e30MacHOCTM NPeANoNaratoT TaKKe TUMNYHbIE Yrpo3bl, 06palLeHHble K 06LWMM MHPOPMALMOHHbBIM
cuctemam. TouHoe dopmynnpoBaHme 6a30BbIX NPESNONOKEHNN ABNAETCA OCHOBHbIM 3/1EMEHTOM B
Ha4ya/IbHOM LUare CTPYKTYPUPOBaHUA PUCKa NpoLecca ynpasaeHus puckamu, onmcaHHoro B NIST SP 800-39.
http://csrc.nist.gov/publications/PubsSPs.htmI#SP-800-39. YTobbl rapaHTUpPOBaTh, YTO ONpeaenéH
COOTBETCTBYHOLWMI Habop mep 6e3onacHOCTH, YTOObI 06ecneYnTb 6€30NaCHOCTb COPA3MEPHYH PUCKY,
OpraHM3aumMm aganTupyoT mepbl 6€30MacHOCTH, YTOObI BbIPOBHATb C KOHKPETHLIMM NOTPEOHOCTAMM
6e3onacHocTn. OpraHM3auMmn MoryT BbINOJIHUTb aA4aNTaLMIO HA YPOBHE OpraHM3aunmn ana Bcex
MHPOPMALMOHHbIX CUCTEM, B NOAAEPKKY ONpeaeNeHHOro HanpasBaeHUA AeATeIbHOCTU UK NpoLecca
npeaHasHauyeHun/ AesTeNbHOCTU, Ha YPOBHE OTAENbHON MHPOPMALMOHHOM CUCTEMBI MW NPU
MCNO/Ib30BaHNMM KOMBMHALMM BbILEYNOMAHYTOrO. Mpouecc aaanTaumMm COCTOUT U3 HECKONbKMX LUAroB, Kak
onuncaHo B SP 800-53, NMepecmoTp 4, Pasgen 3.2. 3TN AeNCTBMA BKAOYALOT:

e OnpeaeneHve n 0603HaveHMe 06LWMx Mep 6e3onacHOCTH - mep 6e30MacHOCTM, KOTOPbIe MOTYT
6bITb HacNea0BaHHbIMM 0A4HON AN 6onee MHGOPMALMOHHbBIMK cUcTeEMamu. Ecan
nHPopMaLMOHHasA cucTema Hacnenyet obuime mepbl 6€30MaCHOCTH, TaKMe KaK Mepbl
6e3onacHoOCcTM cpesibl B UHGOPMALIMOHHOM LIEHTPE, TO 3Ta CUCTEMA HE L,0/IKHA ABHO
peann3oBbIiBaTb 3TM Mepy b6esonacHocTU.

L4 I'Ipvw\eHeHme 06bEKTOBbIX 0COBEHHOCTEN - OHU, KOrga NpnMeHATCA B CoeAnHEHUN C
PYKOBOACTBOM MO yNnpaBAeHUIO PUCKOM, MOTYT YCTPaHUTb HEHYXXHbl€ Mepbl 6e3onacHocTM 13
HaYyaNbHbIX 63a30BbIX Ha60pOB mep 6e3OI'IaCHOCTVI, M NMOMOYb rapaHTNpPOBATb, YTO OpraHMn3aunn
Bbl6epyT mOoOsibKO T€ Mepbl 6e3OI'IaCHOCTM, KOTOpble OO0/1XKHbI obecneunTb COOTBETCTByI-OLLI,Ml‘;l
YPOBEHb 3alunTbl ANA VIHd)OpMaLI,VIOHHbIX cuctem. Korpa 06beKTOBbIE 0OCOHEHHOCTH NPUMEHEHDbI,
BO3MOXHO r|0Tpe6yeTc;1 Bbl6paTb KOMMEeHCUpyroLwmne mepbl 6e3OI'IaCHOCTM, 4yTOob6bI 06ECNEYNTD
a/ibTEPHATUBHbIE CpeacCTBa BbINMO/IHEHUA Tpe6OBaHVIl7I 6e3sonacHoCTw.

e [JlononHeHne 6a3oBbix HAbOPOB Mep 6€30MaCHOCTU - ECAIN HYXKHO YYECTb KOHKPETHbIE Yrpo3bl U
yA3BMMOCTU BbIOMPAtOTCA AONONHUTENbHbIE Mepbl 6€30NacHOCTM U yAyYLLeHUA Mep
6e3onacHoCTw.


http://csrc.nist.gov/publications/PubsSPs.html#SP-800-39

4 [oKkymeHTUpOBaHMe npouecca BbIGopa mep 6e3onacHOCTU

YT106bI NOMOYL B pa60Tax no aHa/n3y, N1aHNpPoBaHUN obecneyeHuna 6e30MacHOCTU U OUEeHKax cteneHn
PUCKa, opraHn3saunm OKyMEHTUPYIOT COOTBETCTBYOLWME peLlleHNA, NPUHATbIE BO BpeMA npouecca Bbl60pa
mep 6e3OI'IaCHOCTM, obecneynBas 060CHOBaHKE Ana aTnx peLLIGHMﬁ. JTa AOKYMEHTaUMNA BaXKHa KOrga
M3y4atoTCA PaCCMOTpPEHNA 6e3onacHocTH anAa MHd)OpMaLI,MOHHbIX cncrtem opraHM3aumm OTHOCUTENIbHO
NOTEHUMANbHOIO BO3,CLGIZCTBMF| Ha npeaHasHavYeHne n eATe/IbHOCTb OpraHM3alnn.

Pe3ynbTUpyOWMin a4anTUPOBaHHbIM 6a30BbI Habop Mep 6e3onacHoCTM U NoaaepKuBatoLLee obocHoBaHME
[NS peleHnin no Bblbopy (BKAOYAA MCNONb30BaHNE /IH0ObLIX OrpaHNYEHNIN Ans MHGOPMALMOHHBIX CUCTEM,
TpebyemMbix opraHM3aumeit) LOKYMEHTUPYETCA B N1aHbl 6€30MacHOCTU cucTembl. IOKYyMEHTUPOBAHUE
CYLLECTBEHHbIX PeLUeHUI yNpaBNeHUsA PUCKaMM B NpoLiecce Bbibopa mep 6e30MacHOCTM ABNSETCA
06a3aTeNbHbIM C TeM, YTOObI Y aBTOPU3YIOLMX AOKHOCTHBIX L, Bbl1 JOCTYN K HEO6X0AMMOW MHPOpMaLmK,
4TOb6bI cAeNaTb MHGOPMUPOBAHHbBIE pelleHns 06 aBTOpPU3aLLMM 411 MHPOPMALMOHHbBIX CUCTEM OPraHMU3aL i,
KaK ZLeMOHCTPUPYEeTCA Ha_pucyHke 3.

PykoBoacTBO No apantauuu

o MoeHmucbukayus u 06o3HayeHue obujux mep 6e3onacHocmu
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OOKYMEHTUPOBAHME PELLEHUIA NO MEPAM BE3ONACHOCTH

0O60CcHOBaHMe, YTO COr1acoBaHHbIN Habop mep 6e3onacHocTU AN MHGOPMALLMOHHOM cucTtembl o6ecneunsaer
Haanexallylo 3aLUTy AeATe/IbHOCTU U aKTUBOB OpraHu3aLuu, 1l4en, Apyrux opraHusaunii u Hauum

PUCYHOK 3: NMPOLLECC BbIBOPA MEP BE3OINACHOCTH



Mpunoxenue E B SP 800-53, Bepcuun 4, npeactasnfeTt coboit o6HOBNAEHWE 411 PYKOBOACTBA OTHOCUTENbHO
AoBepus K 6e3onacHOCTU. ITOT Pasaen CTPYKTYpUpyeT MeToabl AN areHTCTB MO YCTaHOB/EHUIO Mep
YBEPEHHOCTM, YTO peann3oBaHHbIe Mepbl 6e3onacHOCTK obecneynBatoT BO3MOXKHOCTM 6e30nacHoCTH,
Tpebyemble ANA 3aLUUTbl KPUTUYECKUX ONepaunin NnpeaHa3HaYeHmaA U AeaTeNlbHOCTH.

Kputepuu Toro, asnsetcs M mepa 6€30nacHOCTM CBA3AHHOM C A0BEPUEM WU CBA3AHHOM C
GYHKUMOHANbHOCTBIO, OCHOBaHbI Ha MOJIHbIX XapaKTepUCTUKax mepbl 6e3onacHocTU. B obLiem, cBA3aHHble C
Aoseprem mepbl 6e30MacHOCTM 3TO Mepbl 6e30NacHOCTU KoTopble: (i) onpeaenstoT NpoLecchl, Npoueaypbl,
TEXHOJIOTUM MW METOA0/I0TUM ANIA NPOEKTUPOBAHMA U Pa3paboTKM KOMMNOHEHTOB CUCTEM U
MHPOPMaLMOHHbIX cucTeM; (i) obecneynsatoT NogaepKMBatOLLME SKCMyaTaUMOHHbIE NPOLECCHI, BK/OYasA
y/ly4LLEHME KauecTBa CUCTEM, KOMMOHEHTOB UK npoLeccos; (iii) NpeaocTaBnAlT CBUAETENLCTBO
6e3onacHoOCTV ans AeUCcTBUI No pa3paboTke nam akcnayataumu; (iv) onpeaenstor apPeKTMBHOCTL Mep
6e30MacHOCTU UAN PUCK; UK (V) yYYLIAIOT HaBbIKM, KBaMPUKALMIO U MOHMMaHWeE NepcoHana.

MpunoxkeHue E obecneynsaet Tpu Tabanubl, KOTOPbIE ONPEAENAIOT KOHKPETHbIE, CBA3AHHbIE C AOBEPUEM
Mepbl 6e30MacHOCTM, KOTOpble BKAKOYEHbI B 6a30Bble Habopbl Mep 6€30NacHOCTN HU3KOro, YMEPEHHOTO U
BbICOKOIO BO34eM1CTBUSA, onncaHHble B MpunoxkeHuun D. OnucaHne mep 6€30MacHOCTM NOMOraeT opraH13aumm
B onpeaeneHun mep 6€30nacHoOCTH, HeOHXOANMbIX ANA YAO0BAETBOPEHMA MUHUMAbHbIM TpeboBaHMUAM
fosepua. Tam rae TpebyeTcs fONONHUTENbHOE A0BEPUE, YTOObI OCTUTHYTbL LieIel YyNPaBAeHUA PUCKaMMU,
Tabnuua E-4 npepncrasnaeT 4ONONAHUTENbHbIE MepPbl 6€30MaCHOCTU U yaydLLeHUs mep 6e30nacHOCTH, YTobbI
AOCTUTHYTb YNYYLLIEHHOro foBepus. Peannsytolme fOMKHbI 3HaTb, YTO 0603HaYeHUe CBA3AHHbIX C LOBEPUEM
mep 6e30MacHOCTM He NpeaHasHadYeHo, YTobbl NoapasymeBaTb 60/bLLMIA BaXKHbIA YPOBEHb /1A TaKUX Mep
6e3onacHocTW. JocTuKeHMe aaeKkBaTHOM 6e3onacHOCTM AN MHGOPMALMOHHbIX CUCTEM OpraHU3aLmm
TpebyeT KOPPEKTHOM KOMBUHaLMM Mep 6e30MacHOCTU, CBA3AHHbIX C QYHKLMOHA/IbHOCTbLIO U C 4OBEPUEM.



6 Mepbl 6e3onacHocTU

MpunoxeHue F, Katanor mep 6e30nacHOCTH, NpesocTaBaseT WNPOKUIA AMana3oH KOHTpMep Ans
opraHu3aumin 1 MHGOPMALMOHHBIX crucTem. Mepbl 6e30nacHOCTM pa3paboTaHbl TaK, YTOObI BbITb
HeMTpasbHbIMM B OTHOLIEHUWN TEXHONOTUI C TEM, YTOObI GOKYC HAXOANACA HA hyHOAMEHMANbHbIX
KOHTpMepax, He0H6X0AMMBbIX ANA 3aLLUTbl MHGOPMALMKN OPraHM3aLLMKM BO BpeMs 06paboTKu, XpaHeHUA uan
nepegauun. Moatomy SP 800-53, MepecmoTp 4, He AaeT NpPeAcTaBNeHME O NPUIOKEHUN Mep 6e30MacHOCTU K
KOHKPETHbIM TEXHOJIOTUAM, CPeaM AeATeNbHOCTU UAN GYHKUMAM NpeaHa3HauYeHna/neatTeNbHoCTU. 3Tu
cneunduryeckmne 061acTm MoryT BbITb YYTEHBI C UCMNO/Ib30BAaHNEM OBEP/IEEB(CM. HUXKE).

Co mHOrMMM mepamm 6€30MacHOCTU BK/OYEHDI ynydweHuna mep 6e3OI'IaCHOCTM, KOTOpblE BbI6MpaIOTCF|,
4TOObI yBENNYUTD CTOMKOCTb OCHOBHOW Mepbl 6e3onacHoCTu. yl'ly‘-ILLIeHMﬂ mep obecneyeHus npeaHasHa4veHbl,
4yTObbI ObITL peann3oBaHHbIMU TOJIBKO OAHOBPEMEHHO C peanm3au,mel71 OCHOBHOM Mepbl 6e3onacHoCTw.

HeKkoTopble mepbl 6€30MacHOCTM 1 yaydLleHns mep 6e30NacHOCTM BKAKOYAOT 04HO Uan bonee onncaHuim
8b160pa v npucsoeHun. ITo NepeMeHHble NapameTpbl, KOTOPbIe OpraHn3aLmMn onpeaenatoT, obecneymsas
BO3MOHOCTb a4anTMpPoBaTb Mepbl 6€30NacHOCTM, OCHOBbIBAACb HAa KOHKPETHbIX TPeboBaHMAX
6e30nacHOCTH, cpeaax AeaTeNbHOCTM U AONYCTUMOM PUCKE 1A opraHu3aumn. NapameTpbl, HA3HaYEeHHble
n/vnn BbIBPaHHbIE OpraHM3aUMAMM ANA 4aHHON OCHOBHOW Mepbl 6€30NacHOCTU, NPUMEHAIOTCA TaKXKe KO
BCEM YJIy4LLIEHUSM MepPbl 6@30MacHOCTU, CBSA3AHHbIM C 3TOM Mepoi 6e3onacHOCTU.

MepBas mepa 6e30MacHOCTU B KaXKAOM cemencTse (HasbiBaemasn Tupe-1 mepa 6e3onacHoOCTH) onpeaenseT
No/IMTUKK U Npoueaypbl, Heobxoanmble ana 3GPeKTUBHON peannsaumm Bcex Apyrux mep 6e3onacHocTu B
KaxgoM cemelicTee. MoaTomy, TpeboBaHMA No pa3paboTKe NOAUTUK U NPOLLEAYP HE MOBTOPAIOTCA B
oTAe/NbHbIX Mepax 6e30MacHOCTU.

MHorne mepbl 6€30MacHOCTU U yyYLLIEHUA BKAKOYAIOT AOMOHUTE/IbHOE PYKOBOACTBO. [loNoNHUTEIbHOE
PYKOBOACTBO 0becneymBaeT AONO/HUTENbHYIO MHGOPMALMIO O Mepe 6€30NacHOCTU UK YAYYLIEHUU, YTODbI
MOMOYb OpraHM3aUMaM onpeaennTb, paspaboTatb U/MAKn peanns3oBaTb Mmepbl 6€30MacHOCTU, HO He BK/loYaeT
Ntobble A0NONHUTEIbHbIE TPeboBaHMA.

SP 800-53, MepecmoTp 4, BKAHOYAET MHOTO U3MEHEHUI NO oTHoLWeHUIO K SP 800-53, MepecmoTp 3, - 295 mep
6e30nacHOCTU 1 yaydlleHnt mep 6e3onacHocTM b6biin A06aB/IEHbI, B TO e Bpemsa KaKk npubansmntensHo 100
Mmep 6€30MacHOCTU M yny4yweHnn mep 6e30nacHOCTM BbiNn U3BATLI MK BKAKOYEHDI B Apyrue. U3
BOCEMHaALaTH cemeincts mep 6esonacHoctn B SP 800-53, MNepecmoTp 4, ceMmHaaLaTb CEMENCTB ONUCaHbI B
KaTasiore mepbl 6e3onacHoctu B MpunoxkeHnn F, n COOTBETCTBYIOT CEMHAALATU MUHMUMANbHbIM TPEO6OBaHMAM
6e3onacHocTn gna depepanbHOM MHOPMaUUK U MHOOPMALMOHHbIX cucTem B Mybankaumm 200 FIPS,
MuHrumansHble mpebosaHus bezonacHocmu 014 ¢hedepasnbHoU UHGOPMAyUU U UHGHOPMAUUOHHbIX CUCMEM.

OAaHO AONONHUTENBHOE CEMEICTBO, CEMENCTBO YnpaBaeHue nporpammoii (PM), npeactaBnseT mepbl
6e30nacHOCTU HENOCPEACTBEHHO AR NPOrpaMmM MHPOPMaLNOHHON 6e30MacHOCTU. ITO CEMENCTBO ONUCAHO
8 MpunoxeHum G SP 800-53, MepecmoTp 4. XOTA 3TO He yNOMAHYTO KOHKpeTHO B FIPS 200, pasaen PM
npeacTasnfaeT mepbl 6€30NacHOCTM HA YPOBHE OpraHM3aLmn, a He Ha YpoBHE MHGOPMALMOHHOMN CUCTEMDI.
Mepbl 6e3onacHocTn PM, KaK NpaBuio, peasin3ytoTca Ha YPOBHE OpraHM3aLmnmn 1 HeT NPeAnnCbIBAlOTCA HA
oTAeNbHble MHPOPMALMOHHbIE CUCTEMBI OpraHu3aumn. OHWM AONONHAOT Mepbl 6e3onacHOCTU B MpunoxKeHmum
F n cocpepoTtaumBaloTca Ha NPorpammHbIX, /151 BCEM OpraHu3aummn TpebosaHmnsax MHGOPMaLMOHHOM
6e30nacHOCTU, KOTOPbIe HE3AaBUCUMBbI OT /1060 KOHKPETHOM MHPOPMALMOHHON CUCTEMBI U BaXKHbl A5
ynpas/aeHuns nporpammamu MHGopmaLMoHHOM 6esonacHocTU. PykoBoACTBO NO aAanTalmnm MOXKET BbiTb
NPUMEHEHO K Mepam ynpasaeHUa Nporpammon cnocobom, nogobHoOm ToMy, KaK PyKOBOACTBO NPUMEHAETCA
K mepam 6e3onacHocTu B MpunoxkeHum F.



7 MexayHapoaHble ctaHAapTbl N0 MHOPMaLMOHHON 6e30NacHOCTHU

MHorme opraH13aLmm UCNONb3YIOT U3BECTHbIE MEXAYHAPOAHbIe CTaHAAPTbI MHPOPMALNOHHOM
6e30MacHOCTM B Ka4ecTBe OCHOBAHMA U/IN B KAYECTBE AOMNO/IHUTENIbHOFO MCTOYHUKA Mep 6e3onacHocTn Ans
ynpasneHus puckamu. [ina nomowm B Bbibope n cpasHeHumn, SP 800-53, NepecmoTp 4, coaepKuT Tabaumubl
oTob6paxkeHMA, 4TObbl NPeAOCTaBUTb OPraHN3aUMAM 06LLYI0 MHAMKALMIO NOKPbITUA Mep 6e30MacHOCTH
oTHocuTenbHo ISO/IEC 27001, http://www.iso.org/iso/catalogue detail?csnumber=42103, MHpopmayuoHHas
mexHosnozusa — Memodel u cpedcmea obecnevyeHus 6e3onacHocmu-Cucmemel ynpassaeHusa
UHgopmayuoHHol bezonacHocmeto-TpebosaHus n1SO/IEC 15408, http://www.iso.org/iso/iso catalogue/
catalogue tc/catalogue detail.htm?csnumber=50341, MHgpopmayuoHHas mexHono2us - Memoosi u
cpedcmea obecneveHua be3onacHocmu - Kpumepuu oyeHKu 6e30nacHocmu UHGOPMAYUOHHbIX MexHOA02ul.
ISO/IEC 27001 npMmeHSAETCs KO BCemM TUNaM OpraHM3aumii u onpeaenset TpeboBaHMA ANs TOro, YTobbl
€034aTb, PeanM30BaTb, yNpPaBaATb, KOHTPONNPOBATb, aHA/IM3MPOBaTb, CONPOBOXKAATb U YAyYLLIATb
3al0KYMEHTUPOBAHHYO CUCTEMY YyrpaBaeHUA MHGOPMALMOHHOM He3onacHocTbio (ISMS) B KOHTEKCTE
Kommepyeckunx puckos. ISO/IEC 15408 (Takke n3BecTHbIN Kak Obuwme Kputepun) obecneumsaet
dYHKLMOHaNbHble TpeboBaHUA N TpeboBaHMA A0BePUA A1A Pa3PabOTUNKOB MHPOPMALMOHHDBIX CUCTEM U
KOMMNOHEHTOB MHGOPMALMOHHBIX CUCTEMbI (TO €CTb, NPOAYKTOB MHPOPMALMOHHBIX TEXHONOrNI). TaK Kak
MHOrMe 13 TeEXHUYECKUX Mep 6e3onacHoCTK, onpeaeneHHbIX B MpunoxeHuu F, peannsytotca B annapaTHbIX
CpeAcTBax, NpPorpammMHom obecneyeHnn 1 KOMNOHEHTaX BCTPOEHHOrO MMKPOMPOrpPaMMHOro obecneyeHus
MHPOPMALMOHHbBIX CUCTEM, OPFraHU3ALMM MOTYT NOYYUTb CYLLECTBEHHYIO BbIFOAY M3 NPUOBPETEHUA U
NPUMEHEHNA NPOAYKTOB MHPOPMALMOHHbIX TEXHOIOTUIA, OLEHEHHbIX B COOTBETCTBMMU C TpeboBaHMAMM
ISO/IEC 15408. Mcnonb3oBaHWE TaKUX NPOAYKTOB MOXET NPeAoCTaBUTb CBUAETE/IbCTBA, YTO HEKOTOPbIE
Mepbl 6€30NacHOCTM peann30BaHbl NPaBU/IbHO, PabOTAOT Kak NpeaHa3HavyeHo 1 AatoT Tpebyembiit apdeKT B
YA0BNETBOPEHUN 3aABNEHHbIM TPE6OBAHNAM 6e30NacHOCTH.
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YTOo6bI MOMOYb rapPaHTUPOBATb, YTO BbIGPaAHHbIE N PEaNIM30BaHHbIE Mepbl 6€30MaCHOCTU [OCTAaTOUHbI, YTOObI
COOTBETCTBEHHO CMAMYUTbL PUCKU K AEeATENbHOCTU U aKTMBaM opraHusaumm, SP 800-53, MepecmoTp 4,
npeacTaBaseT KoHuenumto osepiees. OBepneli npeacTaBnset Habop mep 6e30NacHOCTH, yaydLEHUI Mep
6e30nacHOCTM 1 AOMNONHUTENBHOE PYKOBOACTBO /11 UCNO/Ib30BaHUA BCEM COODLLECTBOM UM YYETA
Cneumanm3npoBaHHbIX TpeboBaHMI, TEXHONOMMI UM YHUKANbHOTO NPeAHa3HAYeHUA U cpeabl AeATe/IbHOCTH.
Hanpumep, degepanbHoe NpaBUTENBCTBO MOXKET PELUMTb YCTAHOBUTL 06LLENPABUTEIbCTBEHHbIM HAbop Mep
6e30MacHOCTM M PYKOBOACTBO MO Peannsaumm ana MHPpPacTpyKTypbl NybandHbix Kntodel (PKI) cuctem,
KOTOPbI MOXKET 6bITb €4MHO06PA3HO NPUMEHEH K MHPOPMALLMOHHBIM CUCTEMAM.

MHoro oBepsieeB MOXKeT BbITb MPUMEHEHO K 04HOMY Ha3oBoMy Habopy mep 6e3onacHocCTy.
ApantupoBaHHble Habopbl 6a30BbIX Mep 6E30MacHOCTM, KOTopble ABAAITCA Pe3yNbTaToM NpoLecca
pa3paboTKu oBepnes, MOryT bbiTb boNee N meHee CTPOrMMU, Yem UcxoaHble 6asoBble Habopbl mep
6e3onacHoCcTU. OUEHKM CTEeNEeHN PUCKA NPeSoCTaBaAOT HeobXxoanMyo MHOPMALMIO, YTOBLI ONpesaenuTb,
HAaXO4MTCS 1N PUCK OT peannsaLmm CneLmannsmpoBaHHbix 6a3osbix Habopos mep 6e3onacHOCTU B Npegenax
[LONYCKa PUCKA OpraHM3aLmii UAn coobLLEecTB NO MHTepecam, pa3pabaTbiBaloLMX OBEPEN.

O6Lee pyKoOBOACTBO MO OBEP/IEMAHbBIM NPOorpaMmmam npeactasieHo B pasaene 3.3, a wabnoH osepnes
npeacTasneH B MpunoxeHuu |. LLIabnoH BKAOYEH TONIbKO KaK NPUMEP - OpraHn3aLmMm MoryT XoTeTb
Mcnoab3oBaTb Apyrue GopmaTbl AN U3MEHUTb GOPMAT B STOM MPU/IOKEHNWN, OCHOBbLIBAAACH Ha NOTPEBHOCTAX
opraHusauum 1 Tune paspabatbiBaeMoro osepes. YpoBeHb AeTan3aumn, BKAOYaeMOM B OBEPJIEN,
OTHOCMKTCA Ha YCMOTPEHME OpraHn3aLmMn, UHULIMUPYIOLLLE OBEepPaEN, HO I0/1KeH BbITb 0CTaTOYHOM LWUMPUHDI
M rybuHbI, YTOOblI 06ecneYnTb COOTBETCTBYIOLLEe 0OOCHOBAHME N MOTUBUPOBKY A/1A pa3paboTaHHOro
pe3ybTUPYIOLLEro aaanTMpoBaHHoOro 6asoBoro Habopa mep 6e30MacHOCTH, BK/OYan /1lobble OCHOBAHHbIE Ha
PUCKe pelueHus, NPUHATbIE BO BPeMa npouecca pa3paboTku oBepes.

TunoBoW oBepAenHbIv WabIOH COCTOUT U3 BOCbMW Pa3aenos:
e UNaeHTndUKayms,
e XapaKTepuUCTUKM oBepes;
e [lpmeHMMOCTb;
e (CBOfKa oBepnes;
e [leTanbHble cneundukaumm mep 6€30nacHOCTU oBepies;
e PaccmoTpeHua no agantauuu;
e OnpepeneHusa; u

e [lonosHUTeNbHaA MHGOPMALMA UNN UHCTPYKLUW.



depnepanbHble areHTcTBa 06A3aHbl rapaHTMPOBaTb, YTO 3aLUMTA NPUBATHOCTM BKAOYEHa B NAaHMpPOBaHMe
nHbopmaumoHHoi 6esonacHocTu. C 3Tol uenbto, SP 800-53, NMepecmoTp 4, coaep»KuT B cebe BoceMb HOBbIX
cemeicte mep obecneyeHna NPUBATHOCTU, KOTOPbIE OCHOBAHbI Ha MPUHATLIX MEXKAYHAapOAHOM YPOBHE
MpUHUMNAaxX YecTHoM HdopMaLMoHHOM NpPakTMKK (FIPPs), http://www.nist.gov/nstic/NSTIC-FIPPs.pdf.
BbicTpoe pacnpocTpaHeHne CpeacTB CoLManbHOro obuieHna, YMHon CeTKU, MOBUAbHbIX U 061a4HbIX
BbIYMC/IEHUIA, @ TaK e Nepexos OT CTPYKTYPUPOBAHHbIX K HECTPYKTYPUPOBAHHbBIM AaHHbIM U MeTaAaHHbIM
cpeapl, 06aBUNO CYLLECTBEHHbIE CNOMKHOCTU U Npobaembl ANA deaepasbHbIX OpraHM3aLUmnini B COXpPaHeHnn
MPUBATHOCTU. ITM NPOBAEMbI 3HAYUTENBHO BLIXOAMUT 338 PAMKM TPAAULMOHHOIO NPeACcTaBAeHUA 3aLUUTbI
MPUBATHOCTU Kak 6€30MacHOCTN MHPOPMALMOHHbBIX TEXHOIOMMIA, KOTOpaa GOKYCUPYETCA, MPEXAe BCero, Ha
obecrneyeHnn KOHOUAEHLMANbHOCTH.

CemelicTBa mep 6e30NacHOCTM onucaHbl NoA06HbIM 06pa3omM Kak B MpunoxkeHuun F (Mepbl 6e3onacHocTyH) u
MpunoxeHun G (Mepbl ynpaBaeHUsa nporpammamm MHPOPMaLMOHHOM 6e30MacHOCTM NPorpamm
MHPopPMaLMOHHOM be3onacHocTK Bcel opraHmsaumm). SP 800-53, NMepecmoTp 4, HANOMMHAET YUTaTeNAM  Ha
HeobXoAMMOCTb pacCMaTPMBaTb Mepbl obecneyeHma NPUBATHOCTM B MPUNOKEHMM J C TOM Ke CaMOn TOUKM
3peHMA Kak Mepbl ynpasaeHus nporpammon B MpunoxeHnn G - To ectb, Mepbl 6e30NacHOCTM peannsyroTca
ANA Kaxao MHGOPMaLMOHHOWM CUCTEMbI OPraHM3auUmn He3aBMCMMO OT KaTEFOPUPOBAHMA 3TOW CUCTEMbI MO
FIPS 199. MpunoxeHue J onpeaensetr mepbl 6€30MacHOCTU, yaydleHna mep 6€e30nacHOCTM, PYKOBOACTBO U
CCbINIKM ANA CNeAyowmx HOBbIX CEMEICTB:

e [lonHomouma n HasHauveHue (AP);

e [10AKOHTPONBbHOCTb, ayAMUT, U ynpaBaeHne puckamu (AR);
e KayecTBO M LLeNocTHOCTb AaHHbIX (DI);

o MuHMMM3aUMA N XpaHeHWe gaHHbIx (DM);

e [lepcoHanbHoe y4yacTme u BocctaHosneHue (IP);

e BesonacHocTb (SE);

e OtkpbiTOCTb (TR); 1,

e OrpaHuyeHuna Ha ucrnonb3oBaHue (UL).

Mcnonb3oBaHMe 3TUX CTaHAAPTU3MPOBAHHbIX Mep obecneyeHus NpmMBaTHOCTM obecneunT bonee
ANCUMNANHUPOBAHHbIN U CTPYKTYPUPOBAHHbI NOAXOA ANA YA0BAETBOpeHUs deaepanbHbiM TpeboBaHUAM
NPUBATHOCTU N IEMOHCTPALMM COOTBETCTBUA 3TUM TpeboBaHUAM. OpraHM3aLUmnmn A01XKHbI PELINUTb, Koraa
NPUMEHSATb YNydLLeHUsA mep 6e30MacHOCTH, YTOobbl NOAAEPHKATb UX KOHKPETHbIE NpeHa3HavYeHua U GYHKLUN
AeATeNnbHOCTU. KOHKpEeTHbIe OBepaeliHble NPOrpaMmmbl 4718 NPUBATHOCTM MOTYT TaK»Ke obaeryatb aganTtauumio
6a30Bbix Habopos mep 6e3onacHocTu B MNpunoxkeHnn D ¢ HeobxoaMMbIMKM Mepamm 6e3onacHoOCTU
NPMBATHOCTK, YTOBbI rAPaAHTMPOBATb, YTO TPpeboBaHMA U 6€30MacCHOCTM M NPUBATHOCTU MOTYT BbITb
Y/Z10B/IETBOPEHbI OPraHM3aumamu.
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